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4 — I. GIGI THIEU

Token nang cao yéu cau nhap ma PIN trude khi sir dung, dap ing theo QD s6 630/QD-NHNN vé an toan bao méat trong

thanh toan truc tuyén va thanh toan thé Ngan hang

KHOA / MO KHOA/
DONG BO XAC THUC

KiCH HOAT VA TAO PIN

(4
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o Qor @ @
LAY MA OTP u' .

MO KHOA THIET Bl

KY GIAQ DICH (S-OTP) DOI PIN

Tai liéu hwdng dan st dung Token nang cao 1
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Nha&n nat nguén dé Nhap ma PIN 6 s6 > Nhap lai PIN d& xac nhan Nhap lai PIN d&€ xac nhan - Nhan OK
ma thiét bi. Nhan OK > Nhan OK

&y
Dang nat é dé xda sé

déa nhap sai

Tai liéu hwdng dan st dung Token nang cao 2
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Il. LAY MA OTP
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Ma thiét bi va nhap ma PIN Nhan nut 1 Lady 6 sO OTP dé xac thuc giao
dich eBanking hoac thanh toan
truc tuyén bang Thé (3DSecured)
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QNé'u nhap sai 5 Idn ma OTP khi xac thuc giao dich, chic nang
xdc thuc giao dich cia TOKEN sé bi KHOA. Quy khdch cén

md khda xac thuc dé tiép tuc st dung.

Tai liéu hwdng dan st dung Token nang cao 3
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h V. KY GIAO DICH (S-OTP)

Sacombank §3)

4
7

9

Mg thiét bi va nhap ma PIN Nhan nat 3 Nhép 6 s6 ma giao dich L&y 6 s6 S-OTP dé xac thuc giao dich eBanking
eBanking > Nhan OK

_‘Q’_

B irins
Dung nut dé xoa so da nhap sai

Néu nhap sai 5 Idn md S-OTP khi duyét giao dich, chic nang xdc thuc giao dich
ctia TOKEN sé bi KHOA. Quy khadch cdn md khda xéc thuc dé tiép tuc st dung.

Tai liéu hwdng dan st dung Token nang cao 4
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Y - V. DOIPIN
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Md thiét bjva  Nhan gili nit Nhép PIN méi gém Nhap lai ma PIN dé D3i PIN thanh cong
nhap ma PIN nguodn trong 3 6 s6 > Nhan OK xac nhan - Nhan OK
giay

Tai liéu hwdng dan st dung Token nang cao 5
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uh VI. KHOA /MG KHOA / BONG BO XAC THUC

D& khda/md khoa/ddong bd chirc nang xac thuc giao dich ciia TOKEN, Quy khach co thé guri tin nhan SMS dén téng dai 8149 theo cu phap:
< KH CA NHAN (KHCN):
v" TOKEN_KHOA _UserlD_CMND
v" TOKEN_MOKHOA _UserlD_CMND
v" TOKEN_DONGBO,_UserlD_CMND_OTP 1_OTP 2
< KHTO CHUC (KHTC):
v" TOKEN_KHOA _UserlD
v TOKEN_MOKHOA _UserlD
v" TOKEN_DONGBO_UserlD_OTP 1_OTP 2

Trong d6:

e _:khoang tréng

e UserlD: Ia Tén dang nhap cla KH; D6i véi KHTC, UserlD gom MKH.TEN DANG NHAP, MKH Ia Ma khach hang mé tai Sacombank.

e CMND: la s6 CMND/CCCD/H® chiéu.

e OTP 1, OTP 2: 142 ma OTP lién tiép 13y tr thi&t bi TOKEN [mbi OTP gém 6 sd]

e Tin nhan SMS phai dugc gui tir s6 dién thoai da dang ky dich vu véi Sacombank.

e MO KHOA qua SMS KHONG ap dung néu KH da yéu cau KHOA tai quay hodc qua TT. DVKH trudc dé. Cau théng bao tra vé trong trudng
hop nay la “Sacombank dd/mm/yyyy hh:-mm QK khong the thuc hien yeu cau nay qua kenh SMS. Chi tief vui long lien he 1900555588

o DONG BO qua SMS chi dugc thuc hién t6i da 3 lan/ngay. Cau thong bao tra vé trong trudng hop ddng bd qua sé an cho phép: “Sacombank
da/mm/yyyy hh:mm Yeu cau khong duoc xu ly do Tin nhan vuot qua So lan quy dinh. QK vui long den CN hoac lien he 1900555588 de
duoc ho tro’

Tai liu hwdng dan st dung Token nang cao 6
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Khos, Neu nhap SAT MA MO
KHOA 10 LAN LIEN TIEP thiet
bi se bi KHOA VINH VIEN.

TOKEN Bl KHOA m
Man hinh TOKEN bi khoa
Nh&n tin dén téng dai 8149 - Téng dai 8149 gt lai 8 s8
UNLOCK CODE dé& md khéa TOKEN
KHCN:
TOKEN_MOKHOA_CHALLENGECODE_UserlD_CMND

KHTC:
TOKEN_MOKHOA_CHALLENGECODE,_ UserlD

ludn hién thi day 8 s6
CHALLENGE CODE

Trong do:
e _:khoang trang
e CHALLENGECODE: la 8 sG hién thi trén
Token bi khéa
e UserlD: la Tén dang nhap cia KH. Dai véi
KHTC, UserlD gom MKH.TEN BANG NHAP
e CMND: la s6 CMND/CCCD/HC

Vil. MO KHOA THIET B|

Sacombank
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T& man hinh hién thi 8 s challenge code, nhan MG khéa thanh cong

nut bat ki (ngoai trir nut % do sé& tat ngudn) dé
nhéap 8 s6 UNLOCK CODE nhan tir 8149.

Néu NHAP SAl mé sé md khda (unlock code) 10
1dn, TOKEN sé bi khda vinh vién dé dam bdo an

toan bdo mat

SAU KHI MO KHOA THIET Bl THANH CONG, TOKEN YEU CAU TAO MO PIN, QUY KHACH THUC HIEN TAO PIN THEO HUGNG DAN

Tai liéu hwdng dan st dung Token nang cao
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1

M3 PIN la gi?

|- IX. CAC THONG BAO TREN THIET Bl VA CACH XU LY

Ma PIN la ma so bi méat dwoc Quy khach tu tao khi kich hoat Token.
Ma PIN dudc yéu cau nhap d& md khéa thiét bi trudc méi lan st dung.
Ma PIN 1a ma sé bi mat quan trong, tuyét ddi khéng tiét 16 cho ngudi khac.

Phai lam gi néu quén ma PIN?

Thuc hién nhap sai PIN 5 [an dé khoa thiét bi; Sau do, nhan tin maé khéa theo cu phap:

% V&i KH ca nhan: TOKEN_MOKHOA_CHALLENGECODE_UserID_CMND

% V&i KH t6 chirc: TOKEN_MOKHOA_CHALLENGECODE_UserlD

gui dén tong dai 8149 d€ nhan ma s6 md khoa. Quy khach thuc hién mé khoa thiét bi (tham khao

muc VII) va tao méi ma PIN ngay sau do.

S6 tham chiéu giao dich la gi?

S6 tham chiéu giao dich la 6 s6 dudc sinh ra tir giao dich trén Internet banking hodc Mobile banking
ngay tai man hinh xac nhan giao dich. Quy khach can Iy s6é nay dé thuc hién quy trinh ky giao
dich (tham khao muc V)

Phai lam gi néu Token bi mat

cap hoac thét lac?

Quy khach vui long lién hé 1900 5555 88 dé€ khoa chirc nang xac thuc giao dich clia Token.

Phai lam gi néu Token bi hu?

Quy khach hang vui Ibng d&n CN/PGD gan nhéat ctia Sacombank dé duoc kiém tra va hé trg dang
ky lai thiét bi mai.

Tai sao token bi kh6a?

Vi ly do bao mat, thiét bi sé duwgc khoa khi nhap sai ma PIN 5 [an lién tuc.

Tai sao token bi khéa vinh

vién?

Vi ly do bdo mat, thiét bi sé& bi khda vinh vién khi Ma ma khda do Ngan hang cung cép dugc nhap

sai 10 lan lién tuc.

Khi nao thi phai dong bd

token?

Khi mé khoa xac thuc thanh cong nhung ma OTP/ S-OTP dudc nhap dung van bao khéng khaéng
hap 1&; Quy khach vui long thuc hién dong bd dé€ tiép tuc giao dich (tham khao muc IV).

N

Tai liu hwdng dan st dung Token nang cao
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THONG BAO TREN THIET B MO TA CHI TIET CACH XU LY
1 [ Yéu cau tao ma PIN Quy khach nhap 6 s6 dé tao ma PIN
SETPIN (tham khao muc /1)
\,
2 s Khéng nhap dd 6 s6 PIN trong céc tinh huéng sau: Quy khach can nhap BUNG va bU 6 sé
MUST 6 DIGITS 1. Tao ma PIN hodc; PIN
\. 2. D6i ma PIN
3 [ Yéu cau xac nhan lai ma PIN vira tao Quy khach nhap lai dang ma PIN 6 s6 vira
CONFIRM PIN o .
tao dé xac nhan.
\,
4 [ Thong bao tao ma PIN hoac déi ma PIN thanh cong
NEW PIN
CONFIRMED
\
5 Yéu cau nhap PIN d€ dang nhap thiét bi Quy khach can nhap dung 6 s6 PIN dé
INPUT PIN dang nhap thiét bi
\,
6 ~ Ma PIN nhap lai khdng dung khi: Quy khach can nhap dang lai ma PIN da
WRONG PIN! 1. Tao ma PIN hoé&c; tao trudc do.
. 2. B&i ma PIN
7 |, Nhap SAI ma PIN khi dsng nhap thiét bi Quy khach can nhap ding ma PIN.
PIN ERROR! Néu nhap sai PIN 5 [an lién ti€p, Token sé
L bi khoa.
8 ( Thong bao so an nhap sai ma PIN. Quy khach con 01 LAN d& nhap BUNG
ERRCOUNT:  4/5 Trong do, 4 la s6 lan DA nhap SAl, 5 1a tdng s6 1an ma PIN; Néu sai, thiét bi s& bi KHOA.
\ nhap sai lién ti€p lam KHOA thiét bi.

Tai liéu hwdng dan st dung Token nang cao
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STT THONG BAO TREN THIET B| MO TA CHI TIET CACH XU LY
9 | N\ Théng bao sé l[an nhap sai ma mé khada thiét bi (unlock = Quy khach can NHAP BUNG Ma mé khéa
ERR COUNT:  7/10 code). Trong dd, 7 la s6 [an DA nhap SAI, 10 la téng | UNLOCK CODE dé& tranh TOKEN bi
\ /  s6 Ian nhap sai lién tiép lam KHOA thiét bi VINH VIEN. ' KHOA VINH VIEN.
10 [ ) | Chua nhap sd tham chiéu giao dich eBanking vao thiét | Quy khach can nhap 6 s6 tham chidu giao
______ bi (TXN CODE) dich tir eBanking vao thiét bj d& 15y S-OTP
\, J
1 "\  Théng béo thiét bi bi KHOA do nhap sai ma PIN 5 [an | Quy khach lién hé CN/PGD bét ky hodc
UNLOCK CHALLENGE lién tiép. nhan tin SMS dén 8149 dé thuc hién quy
trinh mad khoa thiét bi.
12 ) | Thong bao can nhap Ma s6 mé khoa thiét bi
UNLOCK CODE
13 ( Y\ Chua nhap ma s6 mad khoa thiét bi (unlock code) Quy khach can nhap 8 SO ma mé khoa
________ do Sacombank cung cép.
\, J
14 [ ) | Théng bao md khoa thiét bi thanh cong
UNLOCK SUCCESS
-
) Ao B R L o (e (AT (g o (b S LA o T B (s
15 Nhap sai ma s6é ma khoa thiét bi (unlock code) Quy khach can nhap dung ma sé md khoa
WRONG CODE e L
thiét bi.
\ J
16 Théng béo thiét bi da bi khéa vinh vién do nhap sai | Quy khach lién hé CN/PGD bat ky dé thay
ma md khoa 10 Ian lién tiép. thé& thiét bi méi HOAC chuyén d6i st dung
PERMANENTLY mSign - &ng dung xac thuc trén BTDD,
LOCKED nhan tin SMS dén 8149 theo cu phap:

KHCN: MSIGN DANGKY USERID CMND
KHTC: MSIGN DANGKY MKH.USERID

Tai liéu hwdng dan st dung Token nang cao 10
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